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1
Decision/action requested

Approve the KI for security event logging for RAN AI/ML framework.
2
References

[2]
3GPP TR 33.817 : "Study on enhancement for data collection for NR and ENDC"
3
Rationale

Different security event logs are defined for existing applications and services in different 5G network entities. These security event logs enable postmortem analysis of security of the system. However, AI/ML based applications and services may require new or different kind of security event logging. This Key Issue is proposed to study and determine AI/ML specific security event logs and specify those in 3GPP standards.
4
Detailed proposal

******************** Start of Changes ************************************************************

5.X
Key Issue #X: Security Event Logging for RAN AI/ML framework
5.X.1
Key issue details

Introduction and standardization of AI/ML principles in the RAN domain would necessitate end-to-end data collection from the endpoints by the real-time learning and analytics engine. This may involve multiple elements distributed over different interfaces and platforms too. This would involve definition of new procedures. These new procedures for the AI/ML related services involving the consumer as well as the producer, can only be allowed with proper authentication and authorization. All such procedures may be invoked by legitimate entities as part of normal working but may be invoked by malicious entities or even misconfigured and corrupted entities as well. With the new architectural evolutions happening the RAN domain, there could be many AI/ML service authentication and authorization related procedures and events, 

1) API access attempt related events,

2) remote procedure calls related events, 

3) DB access related events, etc. 

Invocation of these procedures by misconfigured or malicious entities may create undesirable outcomes and may adversely affect the overall performance of the network. Malicious entities could intentionally attempt to tamper with AI/ML services. 

With the new RAN architectural enhancements,  AI/ML models and applications may be hosted on top of different type of vulnerable platforms in RAN Nodes or in OAM. An application hosted in the data center where analytics producers are deployed may have a vulnerability which allows misuse of any APIs/services exposed by the analytics producer. Repositories storing ML models may have vulnerabilities which, if exploited, can lead to malicious intruder corrupting the behavior of ML services.
Existing security event logs in the current 3GPP standards doesnot cover event logs for such procedures and deployment scenarios. Event logs may need to be enhanced in order to include RAN AI/ML specific security procedures  in order to enable security monitoring services to perform risk mitigation steps and possibly prevent radio network performance deterioration.
5.X.2
Security threats

Appropriate event logs specific to the procedures are necessary for proper analysis and detection of anomalies and vulnerabilities in a system. Without specific event logs, anomaly detection focused on procedures and entities are not possible. For automating the detection using ML techniques such specific event logs are a must. In absence of AI/ML specific information  event logs related to the new AI/ML procedures, AI/ML related security monitoring and risk mitigation will be a challenge in NG RAN. Timely anomaly detection and mitigation would not be possible.
5.X.3
Potential security requirements

The 5GS shall support security event logs which can enable enhanced monitoring of RAN AI/ML security and risk mitigations.
************************** End of Changes *******************************************************
